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About Us

1. Nguyễn Đức Kiên

• Threat analyst – Viettel Cyber Security

• Focus on deobfusation and reverse engineering

2. Đoàn Minh Long

• Threat Analyst – Viettel Cyber Security

• Analyze APT malware (Ocean Lotus, Sharp Panda, 

Earth Baxia)
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Overview of TA-SC-35 operations

04/2025 – 07/2026

Earth Lamia (Trend Micro)

• Vshell
• Custom OLLVM obfuscation
• Themida
• fscanx
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Activites diagram of a day

APT TA-SC-31 group’s daily activities time in UTC+7
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Attacked countries
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Purpose
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Initial Access
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Initial Access

Asset Recognition Lighthouse (ARL): 
Chinese-language asset discovery and attack 
surface management framework originally 
hosted on GitHub.

ScopeSentry: an open-source, distributed 
Attack Surface Management (ASM) and 
cyberspace mapping platform developed by 
a Chinese developer.
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Malware overview flow
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Malware overview flow

Side loading popular anti-virus system
∙ FireEye (spawner.exe)
∙ Kaspersky (klcsldcl.exe)
∙ Microsoft Defender (MpCmdRun.exe)
∙ CrowdStrike (CSFalconService.exe)

DLL Sideloading:

∙ sspicli.dll

∙ Userenv.dll

Load Decrypt

Benign exe Malicious DLL Encrypted Payload
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Malware overview flow
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Unpacking themida

1. Finding the OEP

+ Using tiny_tracer by hasherezade to 
monitor the api call of the packed 
program.
+ Find the windows startup entry.
+ Looking for section change which 
indicate the exit of packer.
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Unpacking themida

2. Restoring api

+ Themida have a dedicate memory 
location for 
+ Using Scylla to detect that section.
+ Resolve the api address.
+ Using Scylla to dump and fix the iat.
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Unpacking themida

2. Restoring api

+ Themida have a dedicate memory 
location for 
+ Using Scylla to detect that section.
+ Resolve the api address. (unicorn 
emulation)
+ Using Scylla to dump and fix the iat.
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Indirect branch

There are 3 types of indirect 
branch:

1. Direct indirect branch
2. Condition branch with cmov
3. Condition branch with set

There are many ways to 
deobfuscate those:

1. Generic approach 
(symbolic execution, 
emulation)

2. Heuristic approach (just 
regex and symbolic 
execution)

Thank you hexamine!
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Indirect branch

Disassemble everything.
Finding all indirect call and indirect jump
Get the start position for the context of emulator
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Indirect branch

We emulate both case for conditional branch to get the result branch
From those information we patch the instructions to point to the right result
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Indirect branch
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Indirect branch

We are going to use hex-rays microcode 
hook.

Hex-rays microcode is a feature inside 
ida pro which can read, change the ida 
pro IL (Intermediate Language) for better 
decompiler

Here I used d810-ng a fork from d810. 
Which help a lot in writing deobfuscator 
on microcode level.
(github.com/acheron2302/d810-ng)
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Indirect branch
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Control flow flattening
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Control flow flattening
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Control flow flattening

All can be done with d810-ng
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Control flow flattening
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Malware BlockDll hook
The process restrict only Microsoft signed DLL can be hook into the process.
This method is use in order to prevent the dll userland from AV productions from hooking inside the 
new process.
Protecting Your Malware with blockdlls and ACG - XPN Infosec Blog

https://blog.xpnsec.com/protecting-your-malware/
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Decrypting flow

The encrypted payload contain this 
informations:

1. The first 4 bytes which is the size of 
the payload.

2. The encrypted payload using 
aes-128.

3. The key which is encrypted with 
reverse + base64 10 times + reverse

4. Using the decrypted key, we use the 
aes128 algo to decrypt the encrypted 
payload.
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The stage2 dropper

This shellcode dropper is built for loading the dll file inside of its.
Its main functionality include:

1. Map the file to the correct virtual section.
2. Rebase the program.
3. Load the winapi from the import address table.
4. Run to the entrypoint of the dll.
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The final stageless vshell

The stageless vshell is a generated malware using vshell framework which is leaked on the 
internet in October 2023.
The Vshell malware is obfuscated in garble which destroy the golang .pclntab and the name 
of golang functions.

The dropper config decrypt steps are describe in below:
1. Getting the first 16 bytes as key.
2. Getting the next 0xffe0 as the encrypted config.
3. Decrypt the config with the 16 bytes key.
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Vshell Capabilities

File Manager
•Enumerating folders
•Reading files
•Modified/Creating files
•Upload/Download files

Plugins
•Mimikatz
•Gost
•Fscan
•AddUser

Keylogger
•Keylogger
•Screenshot
•Clipboard
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Hunting for vshell

Everyside which host vshell CnC always have nginx default page at the CnC port
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Hunting for vshell

On sending the GET request with /swt, the CnC server return back the stager for windows 
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Hunting for vshell

On sending a GET request to:
<ip>:<port>/?h=<ip>&p=<port>&t=tcp&a=w32&stage=false
We get back the stageless payload encrypted by xoring with 0x99
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Hunting for vshell

Using regex we finding inside the stageless vshell the encrypted config.
The encrypted config is followed by 100 bytes 0xff
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Hunting for vshell

Finding all default 
nginx home page

Try Get request 
for /swt uri

If the request 
success then get 

the stageless 
payload

Finding the 
encrypted config 
inside stageless 

payload and 
decrypt

• This process is automate using a program written in rust with the help of AI
• Without the extracting config process, 100% of the ip is vshell
• For now, we have support for version 4.9.3 of vshell which managed to extract more than 70% 

of the vshell config online
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Hunting for vshell

Here we managed to find from the extracted config the vshell with the same vkey 
(different from default vkey) as the one which we have detected in one incident of the 
threat actor campaign.

We detect that the threat actor mostly host the vshell config on Tcloudnet during the 
campaign from Q4/2025 to Q2/2026
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Conclusion

Conclusion
• Overview of the group TA-SC-35, attribution and their activities 

from Q2/2025 to Q2/2026.
• Deep analyze from unpacking to deobfuscating with control flow 

flattening and decrypting config of the full chain.
• Develop a scanner in order to catch vshell on the internet and 

extracting their config. From there, we can respond accordingly.
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